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1. About Zealynx

Zealynx, founded in January 2024 by Carlos (Bloqgarl), specializes in smart contract audits, and
development. Our services include comprehensive smart contract audits, application security
audits, such as pentesting, and Al Audits. We are trusted by clients such as Badger DAO,
Ample protocol, Lido, Inverter, Matchain, and Golden Grid.

Our team believes in transparency and actively contributes to the community by creating
educational content. This includes challenges for Foundry and Rust, security tips for Solidity
developers, and fuzzing materials like Foundry and Echidna/Medusa. We also publish articles
on topics such as preparing for an audit and battle testing smart contracts on our website
Zealynx.io and our blogs.

Zealynx has achieved public recognition, including winning 1st prize in the Uniswap Hook
Hackathon and a Top 5 position in the Beanstalk Audit public contest. Our ongoing
commitment is to provide value through our expertise and innovative security solutions for
smart contracts.

2. Disclaimer

This penetration testing assessment was conducted within the defined scope and timeframe
agreed upon with the client. While every effort was made to identify security vulnerabilities, this
assessment cannot guarantee the discovery of all weaknesses or ensure complete security of
the tested systems. The findings represent a point-in-time evaluation; subsequent changes to
systems, configurations, or the threat landscape may introduce new vulnerabilities. The
assessor assumes no liability for security incidents occurring after the assessment or for
vulnerabilities outside the agreed scope. This report is confidential and intended solely for the
authorized recipient. Testing was performed with proper authorization and in compliance with
applicable laws and regulations.



https://www.zealynx.io/

3. Overview

3.1 Project Summary

A blackbox penetration testing assesment of the Novaswap frontend dApp and
Mynth API endpoints was conducted by Zealynx Security with a focus on security
assessment and risk identification.

We performed the security evaluation based on the agreed scope during 7 days.
Following our systematic approach and methodologies, testing was performed on
both the application surface and underlying infrastructure. Our security
assessment revealed 9 issues, comprising 1 Medium, 4 Low severity, and 4
Informational findings.

3.2 About Novaswap

Novaswap is a non-custodial, web-based frontend that interfaces with the Mynth
Protocol, facilitating cross-chain token swaps across multiple blockchain
networks.

3.3 Audit Scope

The assessment covered a blackbox security evaluation of the Novaswap frontend
application and four associated Mynth API endpoints:

* Frontend:
o https://www.novaswap.io
* API Endpoints:
- POST https://www.mynth.ai/api/address/generate
- GET https://www.mynth.ai/api/address/balance
- GET https://www.mynth.ai/api/address/track
- POST https://www.mynth.ai/api/address/cancel




4. Audit Methodology

Approach

During our security assessments, we uphold a rigorous approach to maintain high-quality
standards. Our methodology encompasses thorough TypeScript Code Review, Web
Application Security Testing, Infrastructure Assessment, and meticulous manual
penetration testing.

Throughout the TypeScript application audit and penetration testing process, we prioritize
the following aspects to uphold excellence:

1.

Front-End Security Review: We comprehensively evaluate client-side code
quality, security implementations, and potential attack vectors including XSS,
CSRF, and clickjacking vulnerabilities.

Back-End Architecture Analysis: Our assessments emphasize secure coding
practices, authentication mechanisms, authorization controls, session
management, and data validation to ensure robust server-side security.
Infrastructure and Configuration: We meticulously review deployment
configurations, environment variables, database connections, and third-party
integrations to identify misconfigurations and security gaps.

Penetration Testing: We conduct both automated and manual testing against
OWASP Top 10 vulnerabilities and custom threat scenarios, including real-world
exploitation of identified weaknesses to demonstrate actual risk impact.

Testing Execution

During the Novaswap engagement, Zealynx performed the following actions to ensure
thorough coverage of the defined scope:

» Confirmed the precise scope of systems, endpoints, and testing windows in coordination
with Novaswap.

» Mapped the public attack surface and reviewed application flows to identify critical assets
and business logic.

« Conducted automated vulnerability scanning on the frontend application and Mynth API
endpoints, targeting OWASP Top 10 risks and common web vulnerabilities.

» Performed manual penetration testing to simulate real-world attacker behavior, including
input fuzzing, parameter tampering, authentication and authorization bypass attempts,
and abuse of rate-limiting and access controls.



« Submitted malformed and edge-case requests to validate server-side input handling,
error management, and resilience to unexpected input.

» Reviewed infrastructure and deployment configuration, including WAF effectiveness and
exposure of documentation or sensitive endpoints.

« Assessed API security, focusing on allowlisting, validation, and safe failure modes.

Validation Process

After initial testing and reporting, Zealynx followed a structured process to ensure the
accuracy and effectiveness of remediation:

» Documented all findings with supporting evidence, impact analysis, and actionable
remediation guidance.

» Provided detailed reports to Novaswap and communicated directly to clarify technical
details and remediation steps.

» For each issue marked as “fixed” by Novaswap, re-tested the affected components to
confirm successful mitigation and closure.

» Updated the final report to reflect the status of each finding, distinguishing between
issues confirmed as resolved and those pending further action.

5. Severity Classification

Severity Impact: High | Impact: Medium | Impact: Low
Likelihood: High Critical High Medium
Likelihood: Medium High Medium Low

Likelihood: Low Medium Low Low




6. Executive Summary

Over a 7-day engagement, the Zealynx Security team conducted a blackbox security
assessment and penetration testing of Novaswap frontend and its associated API
endpoints. The assessment was conducted from January 8-14, 2026.

The audit focused on identifying vulnerabilities, logic flaws, and implementation-level
issues affecting the Novaswap decentralized token swapping platform.

A total of 9 issues were identified and categorized as follows:
* 1 Medium severity

* 4 Low severity

* 4 Informational severity

6.1 The Key Findings

* Insufficient Entropy in Access Code-Based Access Control Mechanism: The
access code relies on limited character sets and length, making it vulnerable to
brute-force attacks under realistic conditions.

* Reusable Shared Access Code Allows Unlimited Unauthorized Access: A single
valid access code can be reused an unlimited number of times across multiple browser
sessions, different browsers, and separate devices.

« WAF Rate Limiting Applied Per Browser Session Rather Than Per Client: The
rate-limiting control is scoped to browser context rather than being enforced
consistently at the client, IP, or network level.

* Inactive QR Code Scanning Feature Exposed in Desktop Web Interface: A QR
code scanning feature intended for mobile environments is exposed in the desktop
interface, causing potential user confusion.




6.2 Architectural Security Observations

During the black-box assessment, we observed several architectural decisions and
controls that contribute to Novaswap’s security posture:

* Active Perimeter Protection: Novaswap is protected by a Web Application Firewall
(WAF) that actively enforces browser verification and rate limiting. This reduces
exposure to automated abuse and opportunistic attacks.

« Strict Server-Side Validation: The Mynth API consistently enforces allowlisting and
input validation for critical parameters. Invalid or malformed requests are rejected
server-side, not just at the UL.

* Predictable Failure Behavior: Across tested endpoints, the API fails safely with
structured JSON errors, reducing the risk of crashes, debug data leakage, or undefined
application states.

* API Abuse Resistance: Rate-limit headers and enforcement at the API edge protect
backend resources and enable responsible client behavior.

» Controlled Exposure: Access gating mechanisms are in place for staged rollouts,
with documented improvements on code entropy and reuse.

* Operational Security Maturity: Multiple findings were remediated during the
engagement, demonstrating a mature security feedback loop and rapid response
capability.

6.3 Security Strengths Observed

Based on our assessment, Novaswap demonstrates the following security strengths:

» Layered Defenses: The combination of WAF, rate limiting, and server-side validation
provides robust, multi-layered protection against common web and Web3-specific
threats.

» Defensive-by-Default Design: The platform rejects unsafe inputs predictably and
avoids processing malformed requests, supporting reliability and resilience.

* No Critical Compromise Paths Identified: The majority of findings were low or
informational, focused on hardening and hygiene rather than systemic weaknesses or
direct fund-loss paths.

* Responsiveness to Security Feedback: The client remediated several issues
during the assessment, showing strong operational discipline and a commitment to
continuous improvement.

* Transparency in Reporting: The security process included clear methodology,
scope discipline, and a point-in-time disclaimer—key indicators of professional
maturity.




Summary of Findings :

Vulnerability Severity Status

[M-01] WAF Rate Limiting Applied Per Browser
Session Rather Than Per Client

[L-01] Reflected Input in API Validation Error
Messages

[L-02] Reflected Request Path and Query
String in APl "Route Not Found" Error
Responses

[L-03] Reflected User Input in API Validation
Error Messages (POST
/api/address/generate)

[L-04] Malformed Validation Error Message

[I-01] Inactive QR Code Scanning Feature
Exposed in Desktop Web Interface

[I-02] Insufficient Entropy in Access
Code-Based Access Control Mechanism

[I-03] Reusable Shared Access Code Allows
Unlimited Unauthorized Access Across
Sessions and Devices

[1-04] Publicly Accessible OpenAPI
Specification




7. Audit Findings

7.1 Medium Severity Findings

[M-01] WAF Rate Limiting Applied Per Browser Session
Rather Than Per Client

Vercel WAF

The behavior described above is based on observed external responses and may reflect
intentional design choices within the WAF configuration.

During testing, the application’s Web Application Firewall (WAF) triggered a rate-limiting
or verification block, returning a “Failed to verify your browser” message (Code 705) from
the Vercel Security Checkpoint.

However, it was observed that the restriction appears to be scoped to the affected browser
session only. When accessing the application from a different browser on the same
machine and network, normal access was restored immediately, without additional
verification or cooldown.

This behavior suggests that the rate-limiting or verification control is enforced per browser
context (e.g., cookies, local storage, or browser fingerprint) rather than being consistently
applied at the client, IP, or network level.

Vulnerable Scenario:

Trigger WAF protection through repeated requests or automated interaction

Observe browser-level block with message: “Failed to verify your browser (Code 705)”
Open a different browser on the same host

Navigate to the application

Observe normal access without WAF restriction
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The block does not persist across browsers under the same client environment.

This behavior does not constitute a full WAF bypass, but it may reduce the effectiveness
of rate-limiting and abuse-prevention controls by allowing an attacker to:

« Evade temporary rate limits by switching browsers

» Continue automated or semi-automated testing across multiple browser contexts

* Increase request volume without triggering sustained blocking

« Circumvent browser-scoped verification challenges

» Review Vercel WAF rate-limiting and challenge configuration
 Prefer enforcement based on:

o |Paddress

o ASN

o Client fingerprint

o Session + IP correlation

» Ensure verification challenges persist across browser contexts when appropriate
 Align WAF behavior with the intended threat model (abuse prevention vs. user friction)

Confirmed

Fixed




7.2 Low Severity Findings

[L-01] Reflected Input in API Validation Error Messages

/api/address/balance*

The endpoint /api/address/balance reflects untrusted user input from the network query
parameter directly into the returned validation error message. When an invalid network
value is provided, the API response includes the attacker-controlled value in
contents.errors[].message without truncation.

While this behavior is common in validation frameworks, reflecting arbitrary input may
increase risk if the message is subsequently rendered in a Ul component, forwarded to
logs/monitoring systems, or processed by downstream services that do not properly
escape content.

Send a request with a valid address and an invalid network value containing
attacker-controlled content:

GET /api/address/balance?address=<valid>&network=solanaLorem%20ipsum%20...
Host: www.mynth.ai
Origin: https://www.novaswap.io

''code": 400,
"contents": {
"errors": [

{

"message": "network must be ... (was \"solanaLorem ipsum ...\")",
"code": "VALIDATION"




& € mynth.ai/api/address/balance?address=EhNdQ2gjZP... Yt

Pretty-print

{"code":400,"contents":{"errors": [{"message" :"network must be \"arbitrum\", \"base\", \"bnb\",
\"cardano\", \"ethereum\", \"hyperliquid\", \"mynth\", \"plasma\", \"polygon\", \"solana\",
\"stable\", \"sui\", \"ton\" or \"tron\" (was \"solanaLorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer maximus, odio at viverra rutrum, ipsum sapien maximus orci, id
hendrerit augue sapien at nisi. Mauris non ligula erat. Proin quis sem condimentum, interdum
lectus ac, pellentesque justo. Donec eu quam commodo, consectetur lectus vitae, placerat elit.
Vestibulum non metus euismod, blandit ex vitae, sodales elit. Sed at porttitor sapien. Praesen|
et lacinia erat. Mauris sit amet rutrum velit. Aenean tempor enim sed tellus blandit, a gravid|
est luctus. Vivamus tincidunt eget dolor sit amet aliquam. Sed ultrices interdum mauris, id
mattis magna rhoncus et. Donec sed blandit libero. Nulla vulputate risus a lacinia consectetu
Vestibulum et dolor varius, cursus eros ut, placerat sapien. Class aptent taciti sociosqu ad
litora torquent per conubia nostra, per inceptos himenaeos.\")","code":"VALIDATION"}]}}

 Avoid reflecting raw user input in error strings where possible

« If reflection is needed for debugging:
Truncate reflected values to a safe maximum length (e.g., 50-100 chars)
Normalize and escape untrusted content before including it in messages

Confirmed

Fixed




[L-02] Reflected Request Path and Query String in API
“Route Not Found” Error Responses

/api/address/generate*

When requesting an invalid or non-existent APl endpoint, the server returns a JSON error
response that reflects the full requested route, including attacker-controlled query string
parameters. This behavior was observed on the endpoint /api/address/generate, where
the error message echoed back the full path:

Route GET: /api/address/generate?ael64smq30=1 not found

While “route not found” responses are expected, reflecting attacker-controlled input (the
query string) in error messages can introduce downstream risk if these messages are
displayed in a Ul, logged verbatim, forwarded to monitoring/alerting systems, or rendered
in contexts that may interpret special characters.

Request:
GET /api/address/generate?ael64smq30=1 HTTP/2
Host: www.mynth.ai

Response:

HTTP/2 404 Not Found

Content-Type: application/json; charset=utf-8

{"message":"Route GET:/api/address/generate?ael64smqg30=1 not found","error":"Not
Found","statusCode":404}

« Avoid reflecting full request paths and query strings in error messages returned to
clients
« If reflection is required for debugging:
Truncate reflected content to a safe maximum length
Ensure proper escaping and normalization of any reflected input

Confirmed

Fixed




[L-03] Reflected User Input in API Validation Error Messages
(POST /api/address/generate)

api/address/generate

The POST /api/address/generate endpoint reflects attacker-controlled request body
values directly in validation error messages returned to the client. Invalid values supplied
in fields such as source.blockchain, source.token, target.blockchain, and price are
echoed verbatim in the error response.

Request:

"blockchain": "solanafoo",
"token": "MynthbcejYyY3yg8fzgPv2Y7NZrF254Y13wdGzAZPMvfoo"

"addres 0x8fA08A667dDa20Ef8110CDFE5ba58eAfad373b50",
"blockchai "basefoo",
"token": "@x26D3COD9F4cc4c130097b6aFdebe4F5e497E6Bd "

}

"providerId": "novaswap"

ddressjgenerate

“code' :400,"contents": {"errors": [{“message":"source.blockchain must be \"arbitrum\", \"base\", \"bnb\", \“cardano\", \"ethereum\", \"hyperliguid\", \"mynth\", \"plasma\", \"polygom\",
"solana\", \"stable\", \"sui\", \"ton\" or \"tron\" (was \"solanafoo\")","code":"VALIDATION ""‘message" :"source.token must be \"@x26D3CPDIF4cc4cl30097b6aFdebedF5e497E6BAT\",
"'@x3c499c542cEF5E3811e1192¢e70d8cC03d5c3359\", \"@x779Ded0c9e1022225f8E0630b35a9b54bE713736 \"@x833589fCD6eDbEEOB4c7C32D4771b54bdAB2913\", \"@xACDBE991c6218b36c1d19D4a2e9EDACE3I606eBABN",
"'@xBBCES9FC3717ada4C@2eaDFI662A%e934F625ebb\", \"@xaf88d065e77cBcC2239327C5EDbIA432268e5831\", \"OxdAC17F958D2ee523a2206206994597C13D831ec7\",
"@xdba34672e30cbe65b1193e3ab55318768fd6fef66c15942c9f7cbB46e2f900e7: 1 usdc: :USDC\" "25c5de5f5b286073c593edfd77b48abcT7a4Be5a4f3d4cd9d428 1193555534443\,
"'43b07d403770d75ee10798630974631c02ff3c0bBb7052e61d9c75bF4d796e746820546T6b656e\ "EPj FWdd5AufqSSqeM2qN1xzybapCBGAWEGGKZwy TDtIV\", \"Es9vMFrzaCERmJfrF4H2FYD4KCoNKY11McCeBBenwNYB\" ,
"MynthbcejYyY3ygefzgPv2YINZrF254Y13wdGZAZPMV\", \"TR7NHQ]eKQXGTCi8g8ZY4pLBotSzZg] \", " \"USDC:0x6d1e7cde53baga67b783ch7c530ce@54\ ",
"'c48cbb3d5e57ed56e276bc45f99ab39abegd4e6cd7ac39fba02dad7ade014df105553444d\", \"fe7c786ab321f41c654ef6c1af7b3250a613c248421300425a7a845655534441\" or \"usd\" (was

j i bitrum\", \"base\", \"bnb\", \"cardano\", \"ethersum\", \"hyperliquid\",

» \"polygon\", \"solana\", \"stable\", \"sui\", \"tom\" or \"trom\" (was \"basefoo\")","code":"VALIDATION"},{"message":"price must be valid number (was

“foo\" )", "cod ALIDATION"}1}}

Avoid reflecting raw user input in error messages

Confirmed

Fixed




[L-04] Malformed Validation Error Message

/api/address/generate

When the providerld field is manually provided as an empty string in POST
/api/address/generate, the API returns a malformed validation error. While the feasibility
of error is low, it might be useful to standarize an error handling logic for the API.

Request (providerld is empty):
{"price":"1","source":{"blockchain":"solana","token":"MynthbcejYyY3yg8fzgPv2Y7NZrF
2S4Y13wdGzAZPMv"},"target":{"address":"0x8fA08A667dDa20Ef8110CDfE5Sba58eAf
a4373b50","blockchain":"base","token":"0x26 D3COD9F4cc4¢c130097bb6aFdebedF5e49
7E6Bdf"},"providerld":""}

Response:

"collected fees.;example:mynthswap (was \"\")"

Return concise, user-oriented validation messages (e.g., “providerld must be a
non-empty string”)

Confirmed

Fixed




7.3 Informational Findings

[I-01] Inactive QR Code Scanning Feature Exposed in
Desktop Web Interface

Scan Address QR Code

The web application exposes a “Scan Address QR Code” feature within the desktop web
interface. When accessed from a desktop browser, the feature presents a camera
scanning modal; however, the functionality is not operational in this context, as desktop
browsers typically lack camera access or are not intended to use this feature.

Based on observed behavior, QR code scanning is intended for mobile environments,
where the feature functions correctly. Its presence in the desktop web interface appears
unnecessary and may cause confusion for

users.

Scan Address QR Code

11479

Hide or disable the QR code scanning option when accessed from desktop browsers

Confirmed

Fixed




[1-02] Insufficient Entropy in Access Code-Based Access
Control Mechanism

Access-Page

The application restricts access via an access code required at the /access-page
endpoint. Based on observed behavior, the access code is a fixed-length, 5-character
value. Two possible configurations were identified or considered:

Alphabetic characters only (A-Z)

Alphanumeric characters (A-Z, 0-9)

In both cases, the access code functions as a shared secret and serves as a gatekeeper
to application functionality. Due to its limited length and character set, the resulting
entropy is insufficient for a mechanism performing access control, rendering it vulnerable
to guessing or brute-force attacks under realistic conditions.

Additionally, the access code is not bound to a specific user, wallet, session, or time
window, further increasing the risk of unauthorized access if the code is disclosed, reused,
or discovered.

* Increase access code length to at least 8 characters

Use a larger character set (upper/lowercase letters and digits)

« Enforce strict rate limiting per IP and per session

« Introduce progressive delays or CAPTCHA after repeated failures

Bind access tokens to a specific identity (wallet address, account, or email)

Confirmed

Fixed




[I-03] Reusable Shared Access Code Allows Unlimited
Unauthorized Access Across Sessions and Devices

Access-Page

The application relies on a static access code (e.g., NVUMX) to grant access past the
access gate endpoint. During testing, it was observed that a single valid access code can
be reused an unlimited number of times, across:

« Multiple browser sessions
« Different browsers
» Separate devices (including mobile)

The access code is not bound to a specific user, wallet, session, IP address, or time
window, and no apparent expiration or usage limit is enforced. As aresult, the access code
functions as a persistent shared secret, rather than a controlled access mechanism.

« Enforce single-use semantics for access codes
Invalidate access codes after first successful use

« Introduce expiration timestamps (short-lived validity)
« Limit reuse across sessions and devices

Confirmed

Fixed




[1-04] Publicly Accessible OpenAPI Specification

The application exposes its OpenAPl specification publicly via the endpoint
/openapi.json. This document provides structured metadata describing the API, including
endpoints, parameters, tags, and server configuration.

While OpenAPI documentation is commonly used for developers and it is not a security
issue per se, making it publicly accessible might increase the attack surface by simplifying
reconnaissance and automated testing.

€ Cc

Pretty-print [

HR

"description": "Welcome to the Mynth API documentation. Mynth Is a platform connecting
blockchains and creating highways that enable seamless asset transfers. Our goal is to empowe
developers to build amazing web3 applications using Mynth. We offer APIs that facilitate
effortlessly swapping any token to any token, on any network.\n\nThis documentation provides
an overview of the available endpoints.\n\n## Fee Sharing\n\nA goal of Mynth is to allow
anybody to build apps on web3 easily. To encourage even more development, developers can earn
a share of protocol revenue generated. Reach out to us on [Discord] (https://mynth.ai/discord)
to get started.\n\nTo earn revenue, you’'ll need a service provider ID. This is a string that
you’ll pass to endpoints that charge users fees to use. As a developer, you can define the fee
to any value you'd like above a minimum value. Mynth charges a base fee for each action. Any
difference between Mynth’s fee and the fee your user pays is the profit you get to keep.\n\nAt|
the end of each month, collected fees are tallied and distributed. Fees are paid out in MNT.
If the fee was generated in a different token (e.g. USDC), then the amount of MNT received
will be based on the market price at the time of distribution.",

"title": "Mynth API",

"version": "1.0.0"

"components": {
"schemas": {}

"servers": [

"url": "https://www.mynth.ai",
"description": "Mainnet server"

’

{
"url": "https://preview.mynth.ai",
"description": "Preview server"

1,
"tags": [

"Accounts",
"description": "Endpoints for interacting with Mynth accounts."

"Addresses",
"description”: "Mynth helps facilitate parties to execute intents. Using this API,
‘'users\ncan encode an intent and derive a unique blockchain address representing\nthat intent.
Funds sent to the generated address will then follow the\nrules defined by the intent."

’

"name": "Authentication",
"description": "Endpoints for authenticating and validating sessions for Mynth
services.\nCurrently offering authentication via email."

’

"name": "Events",
iotiont

Restrict access to /openapi.json to authenticated users, or to allow-listed IPs (e.g.,
internal/dev networks)

Confirmed

Fixed




